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In 2000, the Department of Defense Continental United States Regional Computer Emergency Response Team, or DoD CONUS RCERT, found their network intrusion detection logs noting trojan activity considerably more frequently than virus and worm activity.  This is particularly alarming after learning of the potential security risks trojans present and of the implications individuals and organizations must overcome after experiencing and recovering from computer trojan attacks.  A trojan is a serious and direct threat to current home computing technologies such as electronic commerce and banking as well as future computing technologies such as electronic voting and online surgery procedures.  Trojans could potentially be used by an attacker as a mechanism for capturing a victim’s personal identification and records, misrepresenting the results of an election, or interfering with the operations of a network driven surgery procedure.  The ability to remotely control a computer’s file system and registry, and capture screens, keystrokes, audio, and video make a trojan attack far more dangerous than typical virus and worm attacks.


Before studying the technical details of a particular trojan program, it is necessary to formally define a trojan and describe how it differs from a virus and worm.  Specifically, a trojan horse is any program that overtly performs one function but covertly does something else in a malicious manner.  Most of the time, a trojan will provide an attacker with remote access to a victim’s computer.  Often, as is the case with BO2K, NetBus 1.7, and Sub7 Legends, the remote access is executed by the trojan as stealthy as possible.  This is a direct attempt by the trojan to execute in the background on the victim’s machine without the victim’s knowledge.  By definition, a trojan differs from a virus in that it does not self-propagate by infecting other programs, and it differs from a worm in that it cannot automatically spread from one computer to the next over a network.  A trojan is also commonly used as a vehicle for delivering viruses, worms, and other malicious code to remote computers and aiding in distributed denial of service attacks against high-risk targets.  These two latter characteristics distinguish a trojan attack even further from usual virus and worm activity. 


A trojan attack poses as one of the most serious threats to computer security for four primary reasons:  ease of infection, difficulty of detection, impact of operational capabilities, and attack recovery implications.  Infection requires execution of a trojan program by an unaware victim, and user security awareness is extremely weak as technology continues to be pushed into every facet of our daily lives.  In a survey of 329 computer users conducted by America Online and the National Cyber Security Alliance between September 25 and October 8 of 2004, seventy-seven percent thought their computers were protected from viruses, but four out of five had spyware or adware programs running on their computers and two-thirds currently had one or more virus infections. Fifteen percent were not using anti-virus protection, and of those using anti-virus protection, sixty-seven percent were using software that had not been updated in the past week.  Two-thirds were not using a properly configured firewall, and thirty-eight percent of wireless network users did not use WEP or WPA-SK to encrypt their networks.  The results clearly indicate that most users do not see themselves as a target and do not have the technical skills needed to properly protect themselves even if they have the necessary software.  Secondly, detection is difficult since a trojan can potentially run in stealth mode thereby keeping its execution state virtually invisible to the victim.  Anti-virus and other virus monitoring software will only detect and remove the trojan if its signature is known, and even this can be complicated since attackers often bind malicious trojan code to other legitimate programs.  Thirdly, the effect of a successful trojan attack is that of the attacker peeking inside the victim’s computer through a virtual pipe that opens a channel to the victim’s file system, registry, process list, service list, and other operating system structures.  The fourth and final reason is that recovering from trojan attacks after experiencing possible information theft and costs due to down time from denial-of-service attacks can be devastating to the individual home user, corporation, or any other business entity.  


Three of the most popular trojans that have been discovered are BO2K, NetBus 1.7, and Sub7 Legends.  All three were developed by individuals from the underground hacking community as a means for allowing access to a remote computer.  An organization known as Cult of the Dead Cow, or CDC, developed Back Orifice 2000, commonly referred to as BO2K, and released its initial version in August of 1998.  A hacker known as Mobman developed Sub7 Legends and released the first version of Sub7 in May of 1999.  NetBus 1.7 was created by Swedish programmer Carl-Frederick Neikter.  The first version of NetBus was released in March of 1998.  


In terms of how each trojan operates, all three have the same architecture which consists of two components:  a client application and a server application.  The client application resides on the attacker’s machine and is used by the attacker to control and monitor any remote machine that has the server installed and running.  The server application is stored on the victim’s machine, and once installed, waits for a probe from the client application to establish connection.  In order for the server to be installed, the victim must explicitly execute the malicious trojan program.  Clever attackers will disguise the trojan as a legitimate program, such as an appealing video, music, or game file, in an attempt to fool the victim or will attach the trojan to a legitimate program that when executed will inject the trojan into the system without the victim’s knowledge.  Attackers will often insert the trojan into an application setup package or compress the trojan into a self-extracting zip file.  This makes peer-to-peer networks particularly attractive to the attacker since all that is seen by the network user is a title of the program stored within the downloadable library.  


The initial actions made by each trojan once it has been executed by the unaware victim follow a similar pattern.  BO2K will initially drop a copy of itself into the Windows\System32 directory.  The original trojan file executed by the victim can be configured to delete itself after performing this copy function.  BO2K will then create registry entries in any of the auto-run keys specified by the attacker when the server is configured.  The name of the registry values created and the filenames each value points to are both specified by the attacker.  On NT environments, BO2K can install itself as a system service.  As a system service, the server does not have to be an executable file.  This ensures that it will be neglected by anti-virus programs since only executable files are monitored.  On NT and Windows 2000 machines, BO2K creates a remote thread into another legitimate process and copies itself into the shared memory space belonging to that process.  Be default, this process is EXPLORER.EXE, but it can hijack any other known process running on the victim’s machine.  BO2K covertly disconnects itself from the original trojan file and continuously runs the second copy placed in the Windows\System32 directory.  Once executing, the server opens one TCP or UDP port and is ready to connect to any client machine that knows the victim’s internet protocol, or IP, address and server’s password and mode.  

On Windows NT machines, the BO2K server running on the victim’s machine is not a process at all but rather a thread within another running process.  The ability to execute from a remote thread within the NT environment makes the detection of BO2K by normal users extremely difficult.  If the hijacked process hangs or suspends, it will attempt to take over another active process in order to continue running.  Windows 95 and Windows 98 environments do not have DACL and SID, which are fields within the security descriptor structure of the Windows NT access control model, capabilities so BO2K cannot embed itself into another running process on these systems.  Instead, BO2K removes itself from the process list by altering the kernels function export table, which stores data on all active processes, using low-level system hacking techniques.  

When the malicious Sub7 Legends trojan file is executed by the unaware victim, it will place a copy of itself in the Windows directory using its original filename and will open one TCP port.  The trojan also creates registry entries in the auto-run startup keys so that it will be started each time the Windows environment is loaded.  As with BO2K, the registry entry names and the values of the created entries are specified by the attacker during server setup.  The original trojan file can be configured so it will “melt” or delete itself to evade detection when it is executed by the victim.  If the original trojan file deletes itself, only the created registry entries, the copy of the original file placed in the Windows directory if not deleted, and the TCP port owned by the trojan make up the signature of the trojan left in the system. 

Similar to BO2K and Sub7 Legends, when the NetBus 1.7 trojan file is executed by the unaware victim, it will drop a copy of itself in the Windows directory.  Unlike BO2K and Sub7 Legends, NetBus 1.7 opens two TCP ports.  It will also create registry entries in the auto-run keys to force Windows to run the server each time Windows starts.  The copy placed in the Windows directory is only loaded into memory after the system is rebooted.  This leaves the original executable trojan file running and gives the victim the opportunity to notice its suspicious usage in the system.  In addition to creating registry entries, NetBus 1.7 creates two other keys:  one to store information about the server and one to store application settings for the trojan.  It will also place a DLL file in the Windows directory for key logging capability, and when the server establishes communication with a remote client, two files are created in the same directory as the running server to store communication information.  Two other files could be placed in the Windows directory:  one if the server is configured to log its connection history and another if the server has been pre-configured in any way by the attacker.  

It is easy to notice that all three trojans possess similar intrusion mechanisms and initial actions once executed by the victim.  All three require explicit execution of the trojan server or initialization file.  If configured to do so, all three create registry auto-start key entries so they will be run each time Windows loads.  Unaware users will normally not notice this start-up activity, and depending on their skill set, will probably not know how to navigate the registry in order to evaluate the auto-start keys.  Sub7 Legends and NetBus 1.7 copy themselves to the Windows directory while BO2K copies itself to a subdirectory of the Windows directory: System32.  All three disconnect from the original trojan file, attempt to immediately execute the planted second copy, and open some port on the machine in order to listen for a probe from a remote client application.  Additionally, BO2K and Sub7 Legends can delete the original trojan file immediately after it is executed in an attempt to elude detection.   


In order to establish a connection with a remote machine that has the server installed and running, the attacker only needs to know the victim’s IP address.  With BO2K, the attacker can password protect the server using XOR or 3DES encryption.  NetBus 1.7 also allows for password protection, and the attacker can be notified of the connection via email using a specified SMTP engine.  If the attacker is utilizing Sub7 Legends, he can password protect the server and can be notified by ICQ, IRC, or email using a specified SMTP engine.  Since all three open some port on the victim’s machine, once the attacker knows the IP address of the victim and the port number the server has open, connection to the victim’s machine requires a simple mouse-click.

Once all three trojans have been planted in the system, installed by the unaware victim, and have successfully established connection with the attacker’s client machine, the attacker is essentially sitting in front of the victim’s machine.  The backdoor gives the attacker full access to operating system functionality including manipulation of the file system, management of the process list, keystroke logging ability, and port redirection.  The attacker is able to find, delete, view, move, rename, and copy files and directories.  The attacker can also download files from the victim’s machine and upload files to the victim’s machine.  Key logging ability allows the attacker to monitor and capture every keystroke made by the victim no matter what application is running.  BO2K logs to a viewable file while Sub7 Legends and NetBus 1.7 log using a real-time refresh window.  Port redirection allows the attacker to redirect input sent to a specific port on the victim’s machine to another IP address by way of the attacker’s machine.  This, in effect, allows the attacker to send input to another machine on a network using the victim’s machine.  The attacker can also view, kill, and start processes as well as view and close any or all active windows.  Mouse control allows the attacker to remotely control the mouse by moving or hiding the pointer, enabling tails, and reversing buttons.  The attacker can also force a system shutdown, user log off, system restart, and system power off.  

Sub7 Legends and BO2K can also manipulate the registry, capture screen or video, and control the trojan server. When waging an attack with these trojans, the attacker can create, delete, set, get, or rename registry keys and values as well as enumerate keys and values.  These trojans also allow for the capturing of full desktop screen shots, interception of webcam video, and tapping of the victim’s computer microphone.  Complete server control gives the attacker the ability to re-configure the server stored on the victim’s machine.  For example, the attacker may want to change the startup-method, server file name, port usage number, and even shutdown or remove the server entirely.  Sub7 Legends can hide and show all desktop icons, start button, and taskbar, flip the victim’s screen horizontally or vertically, or even alter keyboard sequences such as ctrl-alt-del, num lock, scroll lock, and caps lock.  BO2K has XOR and 3DES encryption methods for client and server communication and has the ability to extend its functionality through plug-ins.  BO2K is packaged with a software development kit that allows attackers to write their own plug-ins to enhance the operational functionality of the trojan even further.  

How can a user determine if his system is under attack?  Each trojan produces a unique trail of evidence or an “attack footprint” within the system. An attack footprint could include any combination of the following system operations: file system modifications, firewall log entries, registry modifications, process manipulation, port activity, service manipulation, and others.  The primary footprint differences for these trojans relate to the following:  filename of the server file, the number and names of other files created and used by the server, server port usage, and the number, type, name, and location of created registry entries.  Noting these differences is critical for users to be able to recognize that they are under attack or when developing trojan scanners and other monitoring software that must be able to detect the presence of a trojan by searching for a trojan signature within the system.  

The attack footprint left by BO2K on a Windows XP Service Pack 1 system consists of at most two files, one open TCP or UDP port, and the creation of one process.  The server file, named UMGR32.EXE by default but may be different, is 112KB in size and is located in the Windows\System32 directory.  The original malicious trojan file may be left in the system at its original location if it has not been configured to delete itself.  Netstat will show the TCP or UDP port that the server has open.  By default, the TCP port number is 54320 and the UDP port number is 54321, but these can be changed by the attacker during server setup.  Task manager will report the name of the running server in its process list.  Since BO2K does not successfully write to the registry on systems running XP SP1, no elements of the footprint are found in the registry.

In terms of footprint size on XP SP1 systems, NetBus 1.7 leaves the largest number of artifacts in the system.  The victim will notice the following six files in the Windows directory: patch.exe, KeyHook.dll, Memo.txt, Hosts.txt, IP.txt, and Patch.ini.  The server file, patch.exe, is 483KB in size.  Key logging ability is provided by KeyHook.dll, which is 54KB in size.  The attacker can use Memo.txt for note-taking and Patch.ini for storing server configuration information.  Hosts.txt acts as a host connection log noting all clients that have contacted the server, and IP.txt lists all data received on the port owned by the server.  In the registry, the victim will notice the creation of the following keys:  HKCU\NETBUS, HKCU\NETBUS\Settings, and HKCU\Patch.  If configured to do so, the trojan will create an entry in the following key: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run. The name of the created value, PATCH, reflects the name of the running server. The value’s data is the location of the server file that was dropped in the Windows directory.  Netstat will show both TCP ports the server is using. By default, these port numbers are 12345 and 12346.  Like BO2K, task manager will report the name of the running NetBus 1.7 server in its process list.

Sub7 Legends leaves the following artifacts on a XP SP 1 system:  at most two files, one open TCP port, numerous registry entries in at most two different auto-run keys, and the creation of one process.  The server file, named server.com by default, is 364KB in size and is placed into the Windows directory.  The name of the server file can be randomly generated or specified by the attacker during server setup.  If the attacker does not specify to “melt” the original trojan file, it will be stored at its original location.  Depending on how the server is setup, two registry values may be created in the following keys: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run and HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices.  By default, the name of the value created is WinLoader but this name can be changed by the attacker.  The value’s data is the name of the server file that was dropped in the Windows directory.  Netstat will show the TCP port the server is using. By default, this port number is 27374, but this too can be changed by the attacker.  Like BO2K and NetBus 1.7, task manager will report the name of the running Sub7 Legends server in its process list. 

BO2K, NetBus 1.7, and Sub7 Legends are grave threats to any individual or machine that utilizes cyberspace in order to perform work.  The ability for an attacker to remotely control a computer makes a trojan attack far more dangerous than virus and worm attacks.  All three trojans can be used to perform the following malicious actions against a victim:  steal passwords, steal company product designs, steal medical, financial, credit, and other personal records, capture email, chat, video, and audio content, and find or plant discriminating data on the victim’s machine.  A successful trojan attack against the corporate world could be devastating to a company when considering the costs due to down time from denial-of-service attacks and the recovery from secret information theft.  A trojan could also be used to attack a high-profile individual by planting discriminating data, such as child pornography, on an individual’s computer, or by finding discriminating data, such as email content proving adultery, and releasing it public in an attempt to damage the victim’s reputation.  

What can be done to combat trojans?  Outlined as the third highest priority in “The National Strategy to Secure Cyberspace” document, the President recognizes a need for the development of a user security awareness training program.  Since users, not machines, execute malicious trojan programs, user security awareness must first increase if trojans are to be defeated.  At the very least, users must learn to protect their machines using updated anti-virus protection and properly configured software and hardware firewalls.  If a user believes his system is under attack, the user can also scan his computer using a specialized trojan horse scanner, such as the online scanner freely available on the Internet at windowsecurity.com/trojanscan.  Becoming aware of system activity, using updated anti-virus software, and properly implementing a firewall are three basic security principles that will undoubtedly help detect and defeat most trojan attacks.

After analyzing the intrusion mechanisms, initial actions, and methods of operation of BO2K, NetBus 1.7, and Sub7 Legends, it is apparent that all three were developed with the intent of harming, disabling, or completely over taking a remote computer.  All three perform silent installs that are completely invisible to the user, inject code into the system leaving a trail of evidence as small as possible, and attempt to alter or trick operating system functionality in order to execute in a mode that evades detection from the normal user.  We have already seen the first trojan, Brador.a, for the PocketPC.  We can only imagine the implications of performing a massive denial-of-service attack aimed at disabling a multitude of PocketPC devices.  Unlike viruses and worms, trojans are unique in that they provide full access to a remote computer thereby posing as a much more serious threat to any system residing in cyberspace.  Without a doubt, trojans will continue to be used maliciously in cyberspace, but it is the duty of all users to protect themselves from such attacks by becoming aware of their system’s activity, using updated anti-virus protection, and implementing properly configured software and hardware firewalls. 
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