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ABSTRACT

To save both time and resources, a software testing team could benefit greatly by having the ability to predict which project modules have the most chance of containing faults.  Despite many researching efforts, there is no single mechanism for achieving this goal. We believe the connectivity of a module and module depth may be two significant factors in determining whether or not a module is faulty. Specifically, we hypothesize that modules with high connectivity and high module depth are more likely to be have faults or errors. To test our hypothesis, a new metric called nested information flow (NIF) has been created to capture both intermodule and intramodule characteristics.  Our NIF metric has been used to identify error-prone modules in an actual NASA science instrument project. Preliminary results from spearman rank correlations show that NIF performs only slightly better than McCabe’s popular cyclomatic complexity in determining error-prone modules. Nevertheless, our results are promising and have laid the groundwork for future directions.

1. Introduction

In practice, analyzing and testing software for faults are time consuming and expensive activities. One fundamental goal of software testing is to identify software subsystems that operate incorrectly due to faults. It seems reasonable to be able to give testers a prioritized list of modules to test based on the probability of those modules to be faulty. Testers could then plan and exercise their efforts more effectively to save both time and resources. Unfortunately, no highly accurate method for identifying faulty modules across a wide range of applications has been proposed.

Numerous software metrics exist that have been used empirically to predict software faults and failures [1]. These metrics relate to size of code, code complexity, information flow, and module coupling. In general, metrics either measure intermodule or intramodule characteristics. Intermodule metrics measure the interaction or connectivity between modules (e.g., Fan-in/Fan-out and the coupling dependency metric [2]). Intramodule metrics measure the structure of the module itself (e.g., lines of code, Halstead’s software science [3], and McCabe’s cyclomatic complexity [4]). 


 Many individuals believe the intuitive notion that complex programs have more faults in them than simple programs [5]. However, there are as many empirical studies refuting the models based on Halstead and McCabe as there are validating them [6]. More surprisingly, there is evidence from empirical studies that shows larger components are proportionately more reliable than smaller components [1].  If smaller modules are more fault-prone, then these findings directly contradict the good programming practice of breaking software down into small components. When software is broken down into small, independent components, those components must work together or be “connected” in some way to achieve a goal. 
We believe the connectivity of a module may be one significant factor in determining whether or not a module is faulty. We also feel it is rather intuitive to believe that a module with heavy nesting or deep levels of nesting is more complex in structure than modules with lighter or shallow levels of nesting. As a result, a second significant factor in determining module faultiness may be “module depth” or the level at which information flows through nested regions of code. 

In this paper, we hypothesize that modules with high connectivity and high module depth are more likely to be have faults or errors. To test our hypothesis, a new metric called nested information flow (NIF) was created and used in an attempt to identify error-prone modules in a NASA IV&V Metrics Data Program project named CM1 [7]. NIF essentially measures a module’s connectivity and depth by summing the computed depth values of every symbol (e.g., global variable, local variable, parameter) associated with the module.  The ability of our NIF metric to predict errors in CM1 is compared to McCabe’s popular cyclomatic complexity. Preliminary results from spearman rank correlations show that NIF performs only slightly better than CC in determining error-prone modules. Nevertheless, results from the study that follows are promising and future work using a more complete data set is ongoing.
2. Related Work


Many researches have performed work related to predicting or identifying software system defects, errors, faults, failures, fault-proneness, and defect density. As Fenton and Neil note [6], most of the existing models make use the following techniques: 

· size and complexity metrics to predict defects or faults in operation

· reliability models to predict failures based on expected operational usage
· information from defect detection during testing to predict defects in operation

· multivariate statistical models to predict module fault-proneness
No attempt has been made to cover all previous research. Fenton and Neil do an excellent job of providing a critical review of the literature and uncover a number of theoretical and practical problems with previous studies [6]. The following is a brief overview of a few different approaches that have been used to predict or identify faults in software subsystems.

Ostrand, et al have tackled the problem of predicting which files in a large software system are most likely to contain the largest numbers of faults in the next release. First, they developed a negative binomial regression model using information derived from the structure and previous history of files that belonged to previous releases. They then showed how their model could correctly select files that contained between 71 percent and 92 percent of the faults, with the overall average being 83 percent [8]. 

Nagappan and Ball have presented a technique for early prediction of system defect density using a set of relative code churn measures that relate the amount of churn to other variables such as component size and the temporal extent of churn. They hypothesized that code which changes many times pre-release will likely have more post-release defects than code that changes less over that same  period of time. The results from a case study performed on Windows Server 2003 showed their code churn metric suite was able to discriminate between fault and non fault-prone binaries with an accuracy of 89.0 percent [9]. 

Denaro and Pezze have reported on an empirical study of the validity of multivariate models built with logistic regression and assessed with cross-validation for predicting software fault-proneness across different applications.  They built multivariate models from data about known faults of the Apache 1.3 web server and used the best models for estimating the faults of the Apache 2.0 web server. They concluded that high quality multivariate models can predict the presence of faults in software applications that belong to the same class (i.e., that share the application domain, development process, and development teams) [10]. 

Most related to our work is the work performed by Binkley and Schach. Binkley and Schach have found that coupling based metrics outperform a wide variety of other metrics, including lines of code (LOC) and cyclomatic complexity (CC), in predicting run-time failures and residual faults. They compared the performance of the coupling dependency metric (CDM) with other metrics on four real-world case studies. They found that the most highly correlated metric with the number of run-time failures in all case studies was the CDM [2]. 
Binkley and Schach attribute the success of the CDM in their studies to the fact that in most software products, a significant impediment of maintenance is the level of interconnection between modules; that is, coupling between modules [2]. We also believe this assertion and designed the NIF model to consider the connectivity of a module. However, we believe the complexity of a module should be incorporated in some way. While the CDM is only a coupling based metric, the NIF metric presented in this paper attempts to capture the level of interconnection of modules in addition to the level of complexity within a module caused by nesting.   
3. Description of Nested Information Flow (NIF) Metric
3.1. Background

In line with the NASA IV&V facility, we consider a module to be the lowest level functional unit from which metrics can be generated [7]. The unit measured will often vary between languages and projects. In most cases, a module is referred to as a function, procedure, subroutine, etc.  


Our NIF metric will compute for a module, Ma, the sum of the depths of every unit of information, or symbol, associated with Ma. The depth of a symbol, Sa, is determined by the deepest nested level Sa reaches in Ma. If Sa is passed to another module via of a module call, Mb, in Ma, then the depth of Sa in Mb is computed and that depth is added to Sa’s native depth in Ma. In this way, NIF has a recursive definition.

Since NIF measures the depth of symbols in a module and also considers the depth of a symbol when it is passed as an argument to another function, NIF has both intermodule and intramodule characteristics. Our goal was to create a metric that would meet the following objectives:
· could be applied to a large majority of programming languages
· would consider intramodule complexity to some degree (i.e., nesting)
· would consider module connectivity (i.e., intermodule data flow)
3.2 Model Parameters


In programming, every module has a set of symbols associated with it that consists of global variables, local variables, parameters coming into the module, constants, and any other declarative variable that appears inside its scope. NIF, as currently defined, only considers the following symbols within a module:

· global variables
· local variables

· parameters (coming into the module)

A module may also call other modules and pass symbols to them as arguments. Since not all libraries are open source, we have categorized module calls as being either open or closed. An open call is a call in which the developer has access to the source code of the module (i.e., code was developed in house or is open source). A closed call is a call in which the developer does not have access to the source code of the module being called (i.e., the library is proprietary or standard to a language). 

Since NIF measures the depth of a symbol within a module, NIF, as originally defined, can only be applicable to open modules. To account for closed module calls, the following modification has been made to the NIF model: for a closed module call, a count of the number of arguments involved in the call is used as the computed depth value for that call. 

Ideally, we would like to be able to deal only with open calls. It is more difficult to compute NIF on project code that is interlaced with both open and closed calls. Additionally, a large number of closed module calls may inaccurately represent the true level of nesting within a module. Possible solutions to this problem have yet to be studied.
3.3 Mathematical Formula

Mathematically, NIF can be expressed as follows for a module A:
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In the above formula, the variable i is a symbol in the scope of module A. In this paper, for experimental purposes, we have defined two different equations for depth(i):

Equation 1: 
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Equation 2:
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The variable D represents the deepest nested level that a symbol i reached in a module A. The function fcallj represents a module call in which a symbol i was passed as an argument. The key difference between the first and second equation is that the second equation considers the depth of fcallj.  The function nestlevel(fcallj) returns an integral value that is added to the value returned from depth(fcallj(i)). The second equation, therefore, considers the depth at which call statements are executed.
3.4 Special Cases


In our brief experience with using NIF, we encountered three special conditions that had to be addressed:
· non-scalar data types passed as an argument
· operations performed on an argument
· function calls passed as an argument

When non-scalar data types are passed to another module as an argument of an open call, only one symbol pass is considered valid. For example, consider the following call statement:
makeGet(d->s1, d->s2, limit);


Here, the non-scalar typed variable d is passed as the first and second arguments of makeGet. Only the symbol d is considered to be passed, and the first argument position d appears in is used to compute its depth.


Although encountered rarely, there are also situations whereby operations may be performed on an argument. For example, consider the following call statement:
makeGet(numToGet + 3);


Here, a value of 3 is added to the argument numToGet before it is passed to makeGet. Since the value of numToGet is a primary influence on the value of the argument, this is considered a valid pass.

Finally, an even rarer situation is when a symbol is passed as an argument to a module call, which is itself passed as an argument to a module call. For example, consider the following call statement:
makeGet(getFirst(number), limit);

Here, the variable number is passed to a module getFirst, which is passed to a module makeGet. In this situation, only the initial getFirst module call is considered since it is not known whether or not number has any effect on the value returned by getFirst. 
4. Case Study – CM1

4.1 CM1 Project Description


The NASA IV&V Facility Metrics Data Program (MDP) is aimed at collecting, validating, organizing, storing, and delivering software metrics data to provide project non-specific data to the software community [7]. Currently, there are thirteen projects in the MDP database. Each project in the database consists of product data, product metrics data, and the associated error data. A project as it exists in the repository may represent either an entire set of data from a real world project or a subset of such data [7].

We performed our study on the project named CM1. The MDP describes CM1 as follows:
“Data available for this project is from a science instrument. It is written in C Code with approximately 20 KSLOC. All associated error data based on change reports is available” [7].


The data we obtained from the MDP on project CM1 indicated there were a total of 506 modules. Forty-eight of those modules have had errors. There were a total of 70 errors. Of the modules that had errors, 1 module had 5 errors, 2 had 4 errors, 3 had 3 errors, 6 had 2 errors, and 36 had 1 error. Thus, 458 modules did not have errors.
4.2 Details of Case Study


The overall goal of the study was to determine how well NIF could identify error-prone modules in CM1 in a prioritized fashion. Nineteen modules were selected from CM1. The module-to-error relationships of the selected modules are given in Table 1.
	# of Modules
	Error Count

	1
	5

	2
	4

	3
	3

	6
	2

	4
	1

	3
	0


Table 1: Module-error relationships

We computed our NIF measure using both depth equations for each module in our test set. NIF will compute an integral value for every module. A module with a high NIF value is identified as being more faulty or error-prone than a module with a lower NIF value. Next, a spearman rank correlation was computed to test the strength of the relationship between the NIF measures and error counts of the modules in our test set.  
4.3 Preliminary Results


Table 2 shows the results obtained for the nineteen modules. Module names are not given to ensure confidentiality. The errors column shows the module’s error count as specified in the metrics data we obtained. The NIF columns show our computed NIF measures for each module using depth equation 1 (NIF-1) and depth equation 2 (NIF-2). CC denotes the cyclomatic complexity measure.
	Module
	Errors
	NIF-1
	NIF-2
	CC

	A
	0
	161
	256
	32

	B
	1
	158
	228
	73

	C
	4
	144
	223
	11

	D
	3
	113
	115
	13

	E
	5
	70
	115
	18

	F
	0
	41
	41
	1

	G
	4
	39
	66
	4

	H
	3
	35
	41
	10

	I
	1
	25
	25
	7

	J
	1
	22
	60
	30

	K
	2
	19
	29
	8

	L
	3
	19
	19
	5

	M
	2
	16
	19
	3

	N
	2
	8
	12
	6

	0
	2
	6
	10
	4

	P
	2
	5
	5
	4

	Q
	0
	2
	2
	7

	R
	2
	0
	0
	1

	S
	1
	0
	0
	1


Table 2: Results showing the error counts, NIF-1 measures, NIF-2 measures, and CC.

To better illustrate the results, scatterplots of the NIF-1, NIF-2, and CC to errors relationships have been provided in Figures 1, 2, and 3, respectively.
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Figure 1: Scatterplot of NIF-1 measures to error counts
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Figure 2: Scatterplot of NIF-2 measures to error counts
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Figure 3: Scatterplot of CC to error counts

In general, as the NIF and CC measures rise, the error-counts of the modules should also increase. Then, judging from the scatterplots above, NIF-1 and NIF-2 seem to have only a slightly better trend than CC. To experiment, the NIF measure was computed in two additional ways. First, NIF was calculated only considering symbols coming into a module (i.e., symbols that were parameters). Global variables, local variables, and any variable passed to another module were therefore excluded. The scatterplots for NIF-1 and NIF-2 using this method are shown below as Figure 4 and 5, respectively. 
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Figure 4: Scatterplot of NIF-1 (symbols in) to error counts
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Figure 5: Scatterplot of NIF-2 (symbols in) to error counts

Secondly, NIF was calculated considering symbols coming in and symbols going out of a module (i.e., parameters and any other symbol passed to another module). This method did not perform as well as the first so we have not provided scatterplots. 

Table 3 shows the results from calculating spearman rank correlations for every method described above: 
	Variables
	Rs

	NIF-1 : Errors
	0.1794

	NIF-2 : Errors
	0.2127

	NIF-1 (in) : Errors
	0.2355

	NIF-2 (in) : Errors
	0.2303

	NIF-1 (in/out) : Errors
	0.1346

	NIF-2 (in/out) : Errors
	0.1346

	CC : Errors
	0.0825


Table 3: Spearman Rank Correlations
5. Interpretation of Results


The spearman rank correlations show weak relationships for all methods used, but the best NIF measure, NIF-1 (in), correlated 0.153 better than CC. From the nineteen modules studied, CC performed the worst in identifying error-prone modules. However, we make no claim that our NIF metric is a better predictor.  Since only 19 of 506 modules made up the test set, further study will be required before an attempt to generalize results can be made. 

There are two reasons that could explain why the NIF metric was a relatively weak identifier of faulty modules for project CM1:
· the large number of closed calls in the module test set
· potentially inconsistent error reports


As mentioned earlier, a large number of closed calls may misrepresent the true depth of a module. In all, a total of 365 module calls were recorded when computing NIF on the test set. Of those 365 modules, over half (196) were recorded as closed calls. It would be interesting to know whether or not our NIF metric would perform better or worse if there were a smaller number of closed calls. 

In addition, it was our initial assumption that in the metrics data we obtained, a defect and an error were considered to have the same meaning. However, the defect and error counts in the metrics data we obtained for some modules are not consistent. The significance of these inconsistencies has yet to be determined. This could imply that either the error or defect counts are inaccurate or that errors and defects have entirely different meanings.
6. Future Work


Preliminary results using only 19 modules from the CM1 project are promising. We plan to continue our study using a more complete data set either from the CM1 project or another large scale project. 

A number of interesting ideas related to our NIF metric are worth pursuing. It has yet to be determined how recursive module calls should be handled. The current NIF model says that only one call is considered. However, recursive modules have the potential to share a great deal of information in a logically complex manner. Capturing both the intermodule and intramodule complexity of recursive modules will present an interesting challenge.

In most languages, there is a difference between passing an argument by value and passing an argument by reference. Intuitively, it makes sense to believe that passing by reference could present more problems than passing by value since the value of an argument passed by reference can change while the value of an argument passed by value is constant. The question of whether or not an argument passed by reference should be weighted has yet to be answered.

Finally, sometimes the value returned from a module call can directly affect the internal logic of the calling module. In these situations, should a module that returns a value carry more weight in the NIF model than a module that does not return a value (i.e., a void module)?

7. Conclusion 


Most software testing teams have limited time and resources for carrying out their objectives. Testers can plan and exercise their activities more effectively if they have early knowledge of where potential problem areas lie within a software project before test cases are executed. While this is easy to suggest, the ability to predict or identify software subsystems that are not working correctly due to faults is extremely difficult. 

Most of the metrics that have been previously used for predicting faulty modules either measure intermodule or intramodule characteristics. We believe a better predictor of faulty modules may be a metric that measures both intermodule and intramodule features. 

In light of this spirit, a new metric called nested information flow (NIF) is described and used to identify error-prone modules in a NASA IV&V project named CM1. Our NIF metric’s ability to identify error-prone modules is compared to McCabe’s cyclomatic complexity. Preliminary results from spearman rank correlations show that NIF performs only slightly better than CC in determining error-prone modules. 

Since our results are still preliminary, no attempt has been made to generalize them. In the near future, we aim to continue our study by experimenting with a more complete set of modules from the CM1 project.
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